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Many organizations are having difficulties in getting to a point where they can scale their RPA solution. 
SmartRPA Catalyst prepare these organizations for scale. Further, SmartRPA Catalyst addresses the 
challenges that organizations who are scaling will undoubtedly meet, in the form of exponentially 
increasing operational complexity. SmartRPA Catalyst is providing a solid foundation for the pillars of 
scalable RPA automation: 

1. Standardization, modularity & reusability 
2. Simplifying scheduling & execution 
3. Granular monitoring & reporting on tasks 
4. Seamless human / robot interaction 
5. Strong data security & governance 

SmartRPA Catalyst ensures the lowest possible TCO and highest ROI for the RPA venture. 

 

PageVersion: 6.6.0 

Platform components: 

• All-in-one SmartRPA Catalyst web application 

 

Benefits of SmartRPA Catalyst: 

• Increased automation of existing RPA Platform 

• Robust and integrated process framework 

• Security audit trail with desktop integration 

• Self-service access for users and business units 

Benefits of integrating SmartRPA Catalyst with CyberArk Secrets Manager: 

• Seamlessly utilize an existing CyberArk Secrets Manager setup 

• Configured users in SmartRPA Catalyst are not affected by password rotation policies 

PARTNER SOLUTION OVERVIEW 

KEY BENEFITS 
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SmartRPA Catalyst’s CyberArk CCP integration is built-in and does not need to be installed separately. 
The Catalyst setup does not need to be changed to accommodate the integration and works out of the 
box whether it is run in high availability (multiple instances), or just one instance. 

CyberArk CCP can be configured as a credential store for a user. With such a configuration, instead of 
retrieving the user’s credentials from Catalyst’s built-in credential store, the password will instead be 
retrieved from the CyberArk vault. As a result, the user’s credentials are not stored on the Catalyst, and 
instead delivered directly to the process in which the credentials are required. 

 

In most cases, when automating a system credentials are required to access it. Naïve solutions embed 
credentials directly in the RPA process, but this approach exposes credentials to anyone with even read 
access to the project. For this reason, a better solution is for the process to dynamically obtain the 
required credentials, so that their storage is not directly tied to the deployment of the process. 

In SmartRPA Catalyst, each execution will advance a task to the next state, often advancing multiple 
tasks in one execution. Due to the nature of the automated programs, this usually means that one 
execution will retrieve the required credentials once and use then to log in to a system once per 
execution. 

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION 

Secrets Manager INTEGRATION 

CREDENTIAL RETRIEVAL 
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SmartRPA Catalyst supports integration with CyberArk CCP out of the box. Therefore, the requirements 
are simply as follows: 

• Existing Secrets Manager CCP Agentless installation 

• Existing SmartRPA Catalyst installation 
 

 
Refer to CyberArk Agentless installation and configuration. 

 

 
The following sections provide details on SmartRPA Catalyst configuration with CyberArk Secrets 
Manager. 

 

To define the application, define it manually through the CyberArk Password Vault Web Access (PVWA) 
interface: 

 Log in as user allowed to manage applications (it requires Manage Users authorization) 
 In the Applications tab, click Add Application. The Add Application page appears. 

 

 Specify the following information: 

• In the Name box, specify the unique name (ID) of the application. The recommended 

Application ID for this integration is: SmartRPA-Catalyst 

REQUIREMENTS 

Secrets Manager INSTALLATION 

Secrets Manager CONFIGURATION 

DEFINING THE APPLICATION ID (APPID) AND AUTHENTICATION DETAILS 

https://docs.cyberark.com/Product-Doc/OnlineHelp/AAM-CP/Latest/en/Content/CCP/Installation.htm?tocpath=Installation%7CCentral%20Credential%20Provider%7C_____0
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• In the Description box, specify a short description of the application that will help you 
identify it. 

• In the Business owner section, specify contact information about the application’s business 
owner. 

• In the Location box, specify the location of the application in the Vault hierarchy. If a 
location is not selected, the application will be added in the same location as the user who is 
creating this application. 

 
  Click Add. The application is added and is displayed in the Application Details page. 

 

 Check the Allowing extended authentication restrictions box. This enables you to specify an 
unlimited number of machines and Windows domain OS users for a single application. 

 Specify the application’s Authentication details. This information enables the Credential 
Provider to check certain application characteristics before retrieving the application password. 

 Specify the Certificate Serial Number. 
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For the application to perform its functionality or tasks, the application must have access to particular 
existing accounts, or new accounts to be provisioned in CyberArk Vault. 

In the Password Safe, provision the privileged accounts that will be required by the application. You can 

do this in either of the following ways: 

• Manually – Add accounts manually one at a time, and specify all the account details. 

• Automatically – Add multiple accounts automatically using the Password Upload feature. 

For this step, you require the Add accounts authorization in the Password Safe. 

For more information about adding and managing privileged accounts, refer to the Privileged Access 
Security Implementation Guide. 

 
Once the accounts are managed by CyberArk, make sure to setup the access to both the application and 
CyberArk Application Password Providers serving the Application. 

Add the provider user (where the Central Credential Provider is installed) and application users as 
members of the Password Safes where the application passwords are stored. This can either be done 
manually in the Safes tab, or by specifying the Safe names in the CSV file for adding multiple 
applications. 

 Add the Provider user as a Safe Member with the following authorizations: 

• List accounts 

• Retrieve accounts 

• View Safe Members 

Note: When installing multiple Providers for this integration, it is recommended to create a 
group for them, and add the group to the Safe once with the above authorization. 

PROVISIONING ACCOUNTS AND SETTING PERMISSIONS FOR APPLICATION ACCESS 
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 Add the application (the APPID) as a Safe Member with the following authorizations: 

• Retrieve accounts 
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 If the Safe is configured for object level access, make sure that both the provider user and the 

application have access to the password(s) to retrieve. 

For more information about configuring Safe Members, refer to the Privileged Access Security 
Implementation Guide. 

 
 

 

In SmartRPA Catalyst, ensure you have have the MODIFY_RESOURCES permission for the selected entity, 
and navigate to the CyberArk CCP page. 

PARTNER PRODUCT INSTALLATION & INTEGRATION CONFIGURATION 
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Fill out the relevant connection information for CyberArk CCP, including uploading the key file 
containing the certificate needed for Client Certificate authentication. 
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Once configured, CyberArk CCP can be specified as the credential store for any user: 
 

This, of course, assumes there exists a user named “TestUser” in the CyberArk vault. 

 

 

 
Business Contact 

Name Flemming Weber 

Email fw@smartrpa.com 

Tel +45 2329 2545 

PARTNER CONTACT INFO 

mailto:fw@smartrpa.com
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Technical Contact 

Name Mads Kahler 

Email mk@smartrpa.com 

Tel +45 5136 8483 

 
Support Contact 

For support inquiries, create a support ticket at: 
https://support.smartrpa.com 

 

mailto:mk@smartrpa.com
https://support.smartrpa.com/

